Think Before
You Click!

One wrong move can put your data at risk. Follow these tips to
avoid becoming a victim of fraud and identity theft.

Spot the Scams

New frauds enhanced by artificial intelligence allow criminals to impersonate
and manipulate victims and create synthetic identity fraud. Al fraud also
includes voice cloning. Fraudsters can produce realistic text messages,
images, and videos for fraudulent purposes.

o Always verify requests for information or money.

e Don't open suspicious emails or click on unverified links
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e Keep passwords strong » Lock your screens
e Don't overshare online e Avoid public Wi-Fi for banking
e Turn off location access e Update your apps and system

Federal Trade Commission (FTC) Alabama Securities Commission
e www.ftc.gov e asc.alabama.gov/1-800-222-1253
e Report fraud ¢ Report investment fraud

Resources

e Report suspected financial

AARP Fraud Watch Network Helpline  exploitation of elders or
e 877-908-3360 protected individuals
e Report fraud or scams
Identity Theft
» www.identitytheft.gov
e Report identity theft
e Step-by-step recovery process

Better Business Bureau
e bbb.org
e Report business fraud and scams
e Business scam tracker

Check Your Credit Report
¢ www.anhnualcreditreport.com
e Free credit report from all three bureaus



